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Why Do | Need A Malware Analysis Lab?

e Malware Research /-\\
e Automated Malware Analysis (AMA) g Y
° First Of four major stages’ : . ‘ dnual code reversing
* AMA can include second stage «
s o e -'g : Interactive behavior analysis
* Enhanced Threat Intelligence

. : . E
e Analysis of malware in your enterprise 5 : : ;
i T Static properties analysis
* Stage of malware hunting process
)
Network Defense Fully-automated analysis
* Network Traffic
* Inbound Email 7 \
S Host Intrusion Detection SyStem https://zeltser.com/mastering-4-stages-of-malware-analysis/
o Fun!l!
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Malware Analysis Process Entry Points

Memory
Image
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File URL PCAP
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Open Source Malware Analysis Tools

Cuckoo

Sarelse Thug Bro Volatility

All material confidential and proprietary () 5



'%?*. THREATCONECT

Cuckoo Sandbox .

Static and Dynamic File Analysis
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Sandbox

@ Dashboard ~ iERecent OPending QSearch % API ® Submit

cucmgia{

e A controlled, safe environment

* Leverages ‘
e - Virtual machines
e Bare metal computers -

* Running malware | | 96007 79282

e Observing its behavior

e Dynamic malware analysis

* May also perform static malware
analysis

completed

Estimating ~17 analysis per hour, 428 per day.

failed_analysis

reported

All material confidential and proprietary ()



*<Fs THREATCONECT
More Than Just Dynamic Analysis

‘.$Info ThlS flle is packed w1th the UPX executable.

“ Strings < - packer http: //upx.sf.net $ - .
| . %+ §Id: UPX 3.91° C°pyrlght (C) 1996-2013 the UPX Team.

All nghts Reserved S

TrendMicro: Osx;KeRanger.A‘

AV Detections ESET-NOD32: OSX/Filecoder.KeRanger.A
Kaspersky: UDS:DangerousObject.Multi.Generic
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More Than Just Dynamic Analysis
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More Than Just Dynamic Analysis

. _ Name Addr . Ent MD5 : ' ' '
“Sections . .rsre 532480 3 59 7ce8cbef10f26dfee328a35f2c724cd5
SR e . 52 flles found '

data RT VERSION

Resources _ 3519388073965d5b6bae77135c36786f6f8e6882099a88504fba
d3ed9%b9c9687 99 files found
File Metadata Timestamp: 2016-03-07 09:41:34

First Seen: 2016-03-07 09:42:47 95c231bb, web, RU
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Cuckoo Sandbox Flavors

Plain Vanilla® i NeXt Generation
Version 1.2 (Stable) ~ Version 2.0 RCH

Cuckoo Modified
(brad-accuvant / spender-sanbox)

20
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Cuckoo Modified

Normalization of file and registry paths
- 64bit analysis e '
Service monitoring = -

Extended APl

Malheur integration

Tor for outbound network connections

21
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Cuckoo Next Generation

* - Support for:
e MacOS X
e Linux
e Android

* |ntegrations:
e Suricata
* Snort
* Moloch

SSL decryption

- VPN support

64bit analysis
fun, fun, fun

22
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What if the Malware is VM or Sandbox Aware?

e Pafish (Paranoid Fish)

Uses malware’s anti-analysis .
techniques -
Shows successful and _
unsuccessful techniques
Pinpoint ways to improve
sandbox '

e VMCloak

Automated generation of
Windows VM images

Ready for use in Cuckoo
Obfuscates VM to prevent anti-
analysis

© 2016 ThreatConnect, Inc. All Rights Reserved
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Sandboxie detection
Using shiedll.dll ... OK

Wine detection

Uzing GetProcAddressCwine_get_unix_file_name? from kernel32.dll ... OK

UirtualBox detection

8csi port—rbus—>target id->logical wunit id-> B identifier ... OK
Reg key C(HELM~HARDUWARESDescription:System "SystemBiosUersion') ... OK
Reg key C(HELMA\EOFTUWARENOraclesUirtualBox Guest Additions) ... 0K

Reg key (HELM~HARDWARENDescription~System "UideoBiosUersion™> .

.. traced?

Looking for C:N\WINDOUWS:Nsystem32sdrivers\UBoxMouse.sys ... 0K

UMware detection

Scsi port—rbus—>target id->logical wunit id-> B identifier ... OK

Reg key C(HELM~SOFTUARE“UMuare.

Inc.“UHware Tools> ... OK

Looking for C:S\WINDOWS“Nsystem3Z2ndrivers ummouse.sys ... OK
Looking for C:sWINDOWS:Nsystem32ndrivers umhgfs.sys ... OK

Qemu detection

Scei port—rbus—->target id->logical wnit id-> @ identifier ... OK
Reg key (HELM~HARDUWARE:Description:System "SystemBiosUersion') ... OK

Finished. feel free to RE me.

All material confidential and proprietary @ @
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HTML Report -
JSON Report
MongoDB Output
Dropped Files
PCAP

Memory Image
Visited URLs

@ Dashboard iZ Recent O© Pending Q Search £ API @® Submit

Quick Overview Static Analysis Behavioral Analysis Network Analysis

Reports Comments Statistics Admin

Category Started Completed

FILE 2016-03-09 02:01:09 2016-03-09 02:03:52

MalScore

Spynet

Compare this analysis to...

Dropped Files (30) Process Memory Memory Analysis

Duration Log

163 seconds Show Log

All material confidential and proprietary
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Thug . -

Low-Interaction Honeyclient

All material confidential and proprietary () 25
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What is a Low-Interaction Honeyclient?

-

o _Prete_nds, to be ja,br_‘O\"/_"\'/s'er?:.'_',. s

* Trigger a 'drive'-by

download

L}
e Capture its payload
http://previews.123rf.com/images/miceking/miceking1506/miceking150600087/40785514-Honey-Pot-Stock-Vector.jpg

© 2016 ThreatConnect, Inc. All Rights Reserved All material confidential and proprietary @ @ 26
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Wolf in Sheep’s Clothing

e User Agent can change
* Windows, Mac, Linux, Android, |OS
e Limitless possibilities :
*  http://www.useragentstring. com/pages/useragentstrlng php
*  http://www.browser-info.net/useragents .
* Simulates vulnerable plugins with conflgurable versions
* Flash
e Java
e Acrobat Reader (PDF)

All material confidential and proprietary () 27
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Available User Agents

Available User-Agents:

winxpie60@ Internet Explorer 6.0 (Windows XP)

winxpie6l Internet Explorer 6.1 (Windows XP)

winxpie70@ Internet Explorer 7.0 (Windows XP)

winxpie80@ Internet Explorer 8.0 (Windows XP)

winxpchrome20 Chrome 20.0.1132.47 (Windows XP)

winxpfirefox12 Firefox 12.0 (Windows XP)

winxpsafaris Safari 5.1.7 (Windows XP)

win2kie60@ Internet Explorer 6.0 (Windows 2000)

win2kie80 Internet Explorer 8.0 (Windows 2000)

win7ie80 Internet Explorer 8.0 (Windows 7)

win71e90 Internet Explorer 9.0 (Windows 7) 5
win7chrome20@ Chrome 20.0.1132.47 (Windows 7)

win7chrome4@ Chrome 40.0.2214.91 (Windows 7) .
win7chrome45 Chrome 45.0.2454.85 (Windows 7)

win7firefox3 Firefox 3.6.13 (Windows 7)

win7safari5 Safari 5.1.7 (Windows 7)

0sx1@chromel9 Chrome 19.0.1084.54 (Mac0S X 10.7.4)

osxl@safaris Safari 5.1.1 (Mac0S X 10.7.2)

linuxchrome26 Chrome 26.0.1410.19 (Linux)

linuxchrome30@ Chrome 30.0.1599.15 (Linux)

linuxchrome44 Chrome 44.0.2403.89 (Linux)

linuxfirefox19 Firefox 19.0 (Linux)

linuxfirefox40 Firefox 40.0 (Linux)

galaxy2chromel8 Chrome 18.0.1025.166 (Samsung Galaxy S II, Android 4.0.3)
galaxy2chrome25 Chrome 25.0.1364.123 (Samsung Galaxy S II, Android 4.0.3)
galaxy2chrome29 Chrome 29.0.1547.59 (Samsung Galaxy S II, Android 4.1.2)
nexuschromel8 Chrome 18.0.1025.133 (Google Nexus, Android 4.0.4)
ipadchrome33 Chrome 33.0.1750.21 (iPad, 10S 7.1)

ipadchrome35 Chrome 35.0.1916.41 (iPad, i0S 7.1.1)

ipadchrome3?7 Chrome 37.0.2062.52 (iPad, 1i0S 7.1.2)

ipadchrome38 Chrome 38.0.2125.59 (iPad, 1i0S 8.0.2)

ipadchrome39 Chrome 39.0.2171.45 (iPad, 10S 8.1.1)

ipadchrome45 Chrome 45.0.2454.68 (iPad, 1i0S 8.4.1)

ipadchrome46 Chrome 46.0.2490.73 (iPad, 10S 9.0.2)

ipadsafari? Safari 7.0 (iPad, 1i0S 7.0.4)

ipadsafari8 Safari 8.0 (iPad, 1i0S 8.0.2)

ipadsafari9 Safari 9.0 (iPad, 10S 9.1)

All material confidential and proprietary
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Available User Agents

Available User-Agents:

winxpie60@ Internet Explorer 6.0 (Windows XP)

winxpie6l Internet Explorer 6.1 (Windows XP)

winxpie70@ Internet Explorer 7.0 (Windows XP)

winxpie8@ Internet Explorer 8.0 (Windows XP)

winxpchrome20 Chrome 20.0.1132.47 (Windows XP)

winxpfirefox12 Firefox 12.0 (Windows XP)

winxpsafaris Safari 5.1.7 (Windows XP)

win2kie60 Internet Explorer 6.0 (Windows 2000)

win2kie80 Internet Explorer 8.0 (Windows 2000)

win7ie80 Internet Explorer 8.0 (Windows 7)

win71e90 Internet Explorer 9.0 (Windows 7) 5
win7chrome20 Chrome 20.0.1132.47 (Windows 7)

win7chrome4@ Chrome 40.0.2214.91 (Windows 7) .
win7Zchrome45s Chroma 45 A 2454 85 (Windows 7

win7firefox3 Firefox 3.6.13 (Windows 7)

win7safari5 satari 5.1.7 (Windows /)

0sx1@chromel9 Chrome 19.0.1084.54 (Mac0S X 10.7.4)

osx1@safaris Safari 5.1.1 (Mac0S X 10.7.2)

linuxchrome26 Chrome 26.0.1410.19 (Linux)

linuxchrome30@ Chrome 30.0.1599.15 (Linux)

linuxchrome44 Chrome 44.0.2403.89 (Linux)

linuxfirefox19 Firefox 19.0 (Linux)

linuxfirefox40 Firefox 40.0 (Linux)

galaxy2chromel8 Chrome 18.0.1025.166 (Samsung Galaxy S II, Android 4.0.3)
galaxy2chrome25 Chrome 25.0.1364.123 (Samsung Galaxy S II, Android 4.0.3)
galaxy2chrome29 Chrome 29.0.1547.59 (Samsung Galaxy S II, Android 4.1.2)
nexuschromel8 Chrome 18.0.1025.133 (Google Nexus, Android 4.0.4)
ipadchrome33 Chrome 33.0.1750.21 (iPad, 10S 7.1)

ipadchrome35 Chrome 35.0.1916.41 (iPad; 10S 7.1.1)

ipadchrome3?7 Chrome 37.0.2062.52 (iPad, 1i0S 7.1.2)

ipadchrome38 Chrome 38.0.2125.59 (iPad, 1i0S 8.0.2)
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Thug Output

Payload Files

-Other Content Files

Visited URLs

MongoDB Output

Elasticsearch Output
HPFeeds

MAEC
Native Report Format

30
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Network Analysis Framework
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What is Bro?

* Network Security Monitoring (NSM) Framework

* Processes

e Live Packet Capture ' :
¢ Recorded Packet Capture (PCAP) .

* Series of scripts

e QOutput Bro logs

* Packaged with a large group of scripts

* Rich community of open source scripts

e Write your own Bro script for specific needs

All material confidential and proprietary () 32
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Bro in Action

Analysis Target ,EI,OKylvleHT xls
PCAP Source: https://www. hybrld anaIyS|s Com/

* SHA1: 09229cc895¢c15db0c8900211ef4e76918b2ccdar
* What can we learn from PCAP only?
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conn.log

$ cat conn.log | bro-cut -c uid id.orig h id.resp h id.resp p proto service |
sed -e 's/#fields//g' | grep -v '#' | column -t

uid
CeImNF34xNO3NtSGnj
CN15S928ab78QnKS13
CBmkph31212thohefd
COLkngQTWe8rv01j
CdtvgM2r45S8D1ASng
CinmLMpcw]QtXFcja
CORpek4S51GPbs1CWg
COKY1k4E1knNFN5ZWg
CPu2nul2Xvles4NUj
C54XtulNVmeI4cEZja
CL6bhh3vEUaIF6sVfd
CI7bFMWiKtPXjkkm3
Cdc37M2hos jXx7dwog
CyhRbgt2kJVuolL9X7

id.orig_h

fe80::elfl:
fe80::el1fl:
192.168.56.
fe80::elfl:
192.168.56.
192.168.56.
192.168.56.
fe80::el1fl:
192.168.56.
192.168.56.
192.168.56.
192.168.56.
192.168.56.
fe80: :el1fl:

ald3:450a:
ald3:450a:

18

ald3:450a:

18
18
18

ald3:450a:

18
18
18
18
18

ald3:450a:;

e/764
e764

e764

e704

e/764

.id.resp_h

ffo2: %16
ff02:21:3
224.0.0.252
ffo2:31:3
224.0.0.252
8.8.8.8

185.26.97.121

ffe2::1:3
224.0.0.252

89.108.101.61
90.150.241.111

8.8.6.8

80.234.32.33

T is1:2

id.resp_p
0
5355
5355
5355
5355
53
80
5355
5355
5651
80
53
5651
547

proto
icmp
udp
udp
udp
udp
udp
tcp
udp
udp
tcp
tcp
udp
tcp
udp

service
dns
dns
dns
dns
dns
http
dns
dns
http
dns

All material confidential and proprietary
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conn.log

$ cat conn.log | bro-cut -c uid id.orig h id.resp h id.resp p proto service |
sed -e 's/#fields//g' | grep -v '#' | column -t

uid
CeJmNF34xNO3NtSGnj
CN1SS928ab78QnKS13
CBmkph31212thohefd
COLkngQTWe8rv01j
CdtvgM2r45S8D1ASng
CinmLMpcw]QtXFcja
CORpek4S51GPbs1CWg
COKY1k4E1knNFN5ZWg
CPu2nul2Xvles4NUj
C54XtulNVmeI4cEZja
CL6bhh3vEUaIF6sVfd
CI7bFMWiKtPXjkkm3
Cdc37M2hos jXx7dwog
CyhRbgt2kJVuolL9X7

id.orig_h

fe80::elfl:
fe80::elfl:
192.168.56.
fe80::elfl:
192.168.56.
192.168.56.
192.168.56.
fe80::elfl:
192.168.56.
192.168.56.
192.168.56.
192.168.56.
192.168.56.
fe80: :el1fl:

ald3:450a:
ald3:450a:

18

ald3:450a:

18
18
18

ald3:450a:

18
18
18
18
18

ald3:450a:;

e764
e7604

e764

e704

e764

.id.reso,h

ffo2:1516
ff@2:21:3
224.0.0.252
ffo2:31:3
224.0.0.252
8.8.8.8

185.26.97.121

ffoZ2::1:3
224.0.0.252

89.108.101.61
90.1560.241.111

8.8.6.8

80 234_32_ 33

TP =1:2

id.resp p
(]
5355
5355
5355
5355
53
80
5355
5355
5651
80
53
5651
547

proto
icmp
udp
udp
udp
udp
udp
tcp
udp
udp
tcp
tcp
udp
tco
udp

service
dns
dns
dns
dns
dns
http
dns
dns
http
dns

All material confidential and proprietary
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conn.log

$ cat conn.log | bro-cut -c uid id.orig h id.resp h id.resp p proto service |
sed -e 's/#fields//g' | grep -v '#' | column -t

uid
CeJmNF34xNO3NtSGnj
CN1SS928ab78QnKS13
CBmkph31212thohefd
COLkngQTWe8rv01j
CdtvgM2r45S8D1ASng
CinmLMpcw]QtXFcja
CORpek4S51GPbs1CWg
COKY1k4E1knNFN5ZWg
CPu2nul2Xvles4NUj
C54XtulNVmeI4cEZja
CL6bhh3vEUaIF6sVfd
CI7bFMWiKtPXjkkm3
Cdc37M2hos jXx7dwog
CyhRbgt2kJVuolL9X7

id.orig_h

fe80::elfl:
fe80::el1fl:
192.168.56.
fe80::elfl:
192.168.56.
192.168.56.
192.168.56.
fe80::elfl:
192.168.56.
192.168.56.
192.168.56.
192.168.56.
192.168.56.
fe80: :elfl:

ald3:450a:
ald3:450a:

18

ald3:450a:

18
18
18

ald3:450a:

18
18
18
18
18

ald3:450a:;

e764
e7604

e764

e704

e764

.id.resp_h

fTo2:i516
ff@2:21:3
224.0.0.252
ffo2:31:3
224.0.0.252
8.8.8.8

185.26.97.171

ffe2::1:3
224.0.0.252

89.108.101.61
90.156.241.111

8.8.,8.8

80.234.3Z2.33

T2 is0:2

id.resp_p
0
5355
5355
5355
5355
53
80
5355
5355
5651
80
53
5651
547

proto
icmp
udp
udp
udp
udp
udp
tcp
udp
udp
tcp
tcp
udp
tcp
udp

service
dns
dns
dns
dns
dns
http
dns
dns
http
dns
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conn.log

$ cat conn.log | bro-cut -c uid id.orig h id.resp h id.resp p proto service |
sed -e 's/#fields//g' | grep -v '#' | column -t

uid
CeJmNF34xNO3NtSGnj
CN1SS928ab78QnKS13
CBmkph31212thohefd
COLkngQTWe8rv01j
CdtvgM2r45S8D1ASng
CinmLMpcw]QtXFcja
CORpek4S51GPbs1CWg
COKY1k4E1knNFN5ZWg
CPu2nul2Xvles4NUj
C54XtulNVmeI4cEZja
CL6bhh3vEUaIF6sVfd
CI7bFMWiKtPXjkkm3
Cdc37M2hos jXx7dwog
CyhRbgt2kJVuolL9X7

id.orig_h

fe80::elfl:
fe80::elfl:
192.168.56.
fe80::elfl:
192.168.56.
192.168.56.
192.168.56.
fe80::elfl:
192.168.56.
192.168.56.
192.168.56.
192.168.56.
192.168.56.
fe80: :el1fl:

ald3:450a:
ald3:450a:

18

ald3:450a:

18
18
18

ald3:450a:

18
18
18
18
18

ald3:450a:;

e764
e7604

e764

e704

e764

.id.resp_h

fTo2:i516
ff@2:21:3
224.0.0.252
ffo2:31:3
224.0.0.252
R 2 8 8

185.26.97.121

T )
224.0.0.252

Q0 1M 1M1 A1

90.1560.241.111

8.8.8.8

80.234.32.33

T2 is0:2

id.resp_p
0
5355
5355
5355
5355
c2
80

o Jo oo ]
5355
A
80
53
5651
547

proto
icmp
udp
udp
udp
udp
ndn
tcp
uap
udp
Lo
tcp
uap
tcp
udp

service
dns
dns
dns
dns
Anc
http
ans
dns
http
ans

All material confidential and proprietary
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'%kﬂ. THREATCONECT"
conn.log

$ cat conn.log | bro-cut -c uid id.orig h id.resp h id.resp p proto service |
sed -e 's/#fields//g' | grep -v '#' | column -t

uid
CeJmNF34xNO3NtSGnj
CN1SS928ab78QnKS13
CBmkph31212thohefd
COLkngQTWe8rv01j
CdtvgM2r45S8D1ASng
CinmLMpcw]QtXFcja
CORpek4S51GPbs1CWg
COKY1k4E1knNFN5ZWg
CPu2nul2Xvles4NUj
C54XtulNVmeI4cEZja
CL6bhh3vEUaIF6sVfd
CI7bFMWiKtPXjkkm3
Cdc37M2hos jXx7dwog
CyhRbgt2kJVuolL9X7

id.orig_h

fe80::elfl:
fe80::el1fl:
192.168.56.
fe80::elfl:
192.168.56.
192.168.56.
192.168.56.
fe80::elfl:
192.168.56.
192.168.56.
192.168.56.
192.168.56.
192.168.56.
fe80: :el1fl:

ald3:450a:
ald3:450a:

18

ald3:450a:

18
18
18

ald3:450a:

18
18
18
18
18

ald3:450a:;

e764
e/764

e764

e704

e764

.id.resp_h

fTo2:i516
ff@2::1:3
224.0.0.252
ffo2:31:3
224.0.0.252
8.8.8.8

185.26.97.121

ffe2::1:3
274 A (A 7?57

89.108.101.61
90.150.441.111

R R R R

80.234.32.33

Tryus: 1.2

id.resp_p
0
5355
5355
5355
5355
53
80
5355
eINN
5651
Y
53
5651
54/¢

proto
icmp
udp
udp
udp
udp
udp
tcp
udp
udp
tcp
tcp
ndp
tcp
uap

service
dns

dns

dns

dns

dns
http
dns

Anc
nttp
Anc

All material confidential and proprietary
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dns.log

$ cat dns.log | bro-cut -c query gtype name answers rcode name |
grep 'NOERROR\|fields' | sed -e 's/#fields//g' | column -t

query - qtype_name answers | i | rcode_name
s@l.yapfiles.ru A 185.26.97.121,136.243.132.31,78.47.0.98,136.243.132.30,185.26.97.120 NOERROR
rmansys.ru A 90.156.241.111 NOERROR

All material confidential and proprietary () 39



'%kﬂ. THREATCONECT"
yapfiles.ru

AN AN daiin - yRoGHsIA Ceps...

- (€ yapfiles.ru

Yno6Hbiin 1 GecnnatHbli
CepBUC ANsA XpaHeHns 1 Q. Mowek... Bespe v Haiitn Bauw IP appec 77.247.181.165
" ny6nukauum Megua- 3abnokvpoBaH. }Zlocryg OrpaHuieH. Ecrn
chaiinos. 3 » 5 Bbl CUUTaETe 3TO OLUMGKON, HanuwuTe
7 Coasia RSS B ® Oobasue daitn nnCcbMO Ha afpec yapbox@gmail.com

MoapoGHee » 36paHHoe

BHasi / Buneo & Bepcua ansi nevatn

PekoMeHayeM K npocmoTpy | CrpaHmup: 1 2 3

"Oepxuch, Maw!" o * * % * * Camble nonynspHble > 3a
© 07.03.2016 10:38 npocmoTpel: 18656 KOMMeHTapum: 2 3 c
Cwmortperts Bce » x
5 Apa6ckoe
Takcu

2016/03/05 09:f
01:02

Crpauuuu:mz 3456..—>
—

All material confidential and proprietary () 40



'%kﬂ. THREATCONECT"
yapfiles.ru

AN AN daiine - yRoGHsIA Ceps...

- (€ yapfiles.ru

Yno6Hbii 1 GecnnarHbli
CepBuC ANA XpaHeHus 1 Q. Mouck... Besne v | Haiitn

ny6Gnukauum meana-

MoapoGHee » n36paHHoe

BHasi / Buneo

PekomeHayem K npocmoTpy | Crpauuer: 1 2 3

"Oepxunch, Maw!" o * * % * % Camble nonynspHbie >  3a
(© 07.03.2016 10:38 < npocmoTpbl: 18656 t) C
Cmortpets Bce »

5 Apabckoe
Takcu

2016/03/05 09:f
01:02

crpauuuu:mz 3456.. >
—

Bauw IP appec 77.247.181.165
3abnokupoBaH. [JocTyn orpaHuyeH. Ecnn
Bbl CYMTAETE 3TO OWNGKOM, HAaNULWMTE
nncbMO Ha afpec yapbox@gmail.com

& Bepcua ansi nevatn

All material confidential and proprietary
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'%&*. THREATCONECT"
rmansys.ru

W) Vaaner+oe aqMAHCTPUPOS. .

S @ - (€ ) & nhttps/mansys.ru

TeRton!|T

Rempte R M 5 =
e yaaneHHbIN
[ocTyn

Manipulator

H
8
£
9,
[

RMS — npodbeccmoHanbHbI NPoayKT
Temton'T AN yAaneHHOro ynpasneHus KOMNbOTepomMm.

Bbicokasi ckopocTb paboTbl, COBPEMEHHbI MHTepdeiic, yaobHas
nHTerpauus ¢ Active Directory u 6onbLuoii BbIGop pexumoB
COEAVHEHMSI, HAYMHas C VAANIEHHOTO VNpaBMeHs paGoynM CTONoM

@ CkopocTb @ be3onacHOCTb MacwTtabupyemocth

Buumanue! Monb3osatensm 6ecnnatHoil Bepcuit RMS 4.x 1 5.x pekomeHayem 4o KoHUa Mecsiia 06HOBUTL NporpaMMy 0 Camoit HOBOWA B-i

All material confidential and proprietary
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'%kﬂ. THREATCONECT

http.log

$ cat http.log | bro-cut -u -C id.resp h method host uri status code resp fuids
resp mime types | grep '#fields\|200' | sed -e 's/#fields//g' | column -t

id.resp_h method host ufi | sfatus_codé' resp_fuids - resp_mime_types
185.26.97.121  GET s@l.yapfiles.ru /files/1254627/43242.jpg 200 FsFaXR1tyQ8MUY24wk application/x-dosexec
90.156.241.111 POST rmansys.ru /utils/inet_id_notify.php 200 - -

All material confidential and proprietary () 43



'%kﬂ. THREATCONECT

http.log

$ cat http.log | bro-cut -u -C id.resp h method host uri status code resp fuids
resp mime types | grep '#fields\|200' | sed -e 's/#fields//g' | column -t

id.resp_h method host uri | status_code 'resp_Fuids - resp_mime_types
185.26.97.121  GET s@l.yapfiles.ru /files/1254627/43242.jpg 200 FsFaXR1tyQ8MUY24wk ' application/x-dosexec
90.156.241.111 POST rmansys.ru /utils/inet_id_notity.php 200 - -

All material confidential and proprietary Y 44



'%&*. THREATCONECT

EXE Hidden as JPEG

43242_yapfiles.ru.jog (JPEG Ima...

S é- % s01.yapfiles.ru/
The image “http://s01.yapfiles.ru/files/1254627/43242 jpg” cannot be displayed because it contains errors.

All material confidential and proprietary Y 45



'%kﬂ. THREATCONECT

http.log

$ cat http.log | bro-cut -u -C id.resp h method host uri status code resp fuids
resp mime types | grep '#fields\|200' | sed -e 's/#fields//g' | column -t

id.resp_h method host ufi | sfatus_codé' resp_fuids - resp_mime_types
185.26.97.121  GET s@l.yapfiles.ru /files/1254627/43242.jpg 200 FsFaXR1tyQ8MUY24wk application/x-dosexec
90.156.241.111 POST rmansys.ru /utils/inet_id_notify.php 200 - -

All material confidential and proprietary () 46



'%kﬂ. THREATCONECT

http.log

$ cat http.log | bro-cut -u -C id.resp h method host uri status code resp fuids
resp mime types | grep '#fields\|200' | sed -e 's/#fields//g' | column -t

id.resp_h method host ufi | sfatus_codé. resp_fuids - resp_mime_types
185.26.97.121  GET s@l.yapfiles.ru /files/1254627/43242.jpg 200 FsFaXR1tyQ8MUY24wk | application/x-dosexec
90.156.241.111 POST rmansys.ru /utils/inet_id_notify.php 200 - -

All material confidential and proprietary Y 47



'%kﬂ. THREATCONECT"
Extracted Files

$ find extract files -type f | grep FsFaXRltyQ8MUY24wk | xargs file -b

PE32 executable for MS Windows (GUI) Intel 80386 32-bit

All material confidential and proprietary () 48



*<Fs THREATCONECT
Extracted Files

cat files.log | bro-cut -c fuid filename total bytes md5 shal sha256 |
grep 'FsFaXR1tyQ8MUY24wk\|#fields' | sed -e 's/#fields//g' | column -t
| cut -d " " -f 2- | column -t Y

filename total_bytes md5 shal ' sha256
43242 _yapfiles.ru.jpg 2421760 d56f4e1839f35b481b5ac86@5d1d97fc 367a2c@9a691c58418ff69261e40741e29926b71 <c851d93770cfccld2
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'%kﬂ. THREATCONECT"
conn.log

$ cat conn.log | bro-cut -c uid id.orig h id.resp h id.resp p proto service |
sed -e 's/#fields//g' | grep -v '#' | column -t

uid
CeJmNF34xNO3NtSGnj
CN1SS928ab78QnKS13
CBmkph31212thohefd
COLkngQTWe8rv01j
CdtvgM2r45S8D1ASng
CinmLMpcw]QtXFcja
CORpek4S51GPbs1CWg
COKY1k4E1knNFN5ZWg
CPu2nul2Xvles4NUj
C54XtulNVmeI4cEZja
CL6bhh3vEUaIF6sVfd
CI7bFMWiKtPXjkkm3
Cdc37M2hos jXx7dwog
CyhRbgt2kJVuolL9X7

id.orig_h

fe80::elfl:
fe80::el1fl:
192.168.56.
fe80::elfl:
192.168.56.
192.168.56.
192.168.56.
fe80::elfl:
192.168.56.
192.168.56.
192.168.56.
192.168.56.
192.168.56.
fe80: :el1fl:

ald3:450a:
ald3:450a:

18

ald3:450a:

18
18
18

ald3:450a:

18
18
18
18
18

ald3:450a:;

e764
e/764

e764

e704

e764

.id.resp_h

fTo2:i516
ff@2::1:3
224.0.0.252
ffo2:31:3
224.0.0.252
8.8.8.8

185.26.97.121

ffe2::1:3
274 A (A 7?57

89.108.101.61
90.150.441.111

R R R R

80.234.32.33

Tryus: 1.2

id.resp_p
0
5355
5355
5355
5355
53
80
5355
eINN
5651
Y
53
5651
54/¢

proto
icmp
udp
udp
udp
udp
udp
tcp
udp
udp
tcp
tcp
ndp
tcp
uap

service
dns

dns

dns

dns

dns
http
dns

Anc
nttp
Anc

All material confidential and proprietary
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< THREATCONECT

What Can We Learn From PCAP Only?

Adversary Likely Russophone
- Office Document generating network trafflc

Payload IS “RemoteManupuIator N .
Payload is hidden on public image sharlng S|te as JPEG
C2 server version is 4725

C2 server license #916, internal ID #6254584

Trojan version is 4623

Trojan ID #581409, internal ID #4688245
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'%&*. THREATCONECT
Collected Lots of Indicators

Address 185.26.97.121

Address 89.108.101.61

Address 90.156.241.111

Address 80.234.32.33

File D56F4E1839F35B481B5AC8605D1D97FC : 367A2C09A691C584F8FF6926..
File BCD7C81CBEEFCB25F8FC0D10B57A3B33 : 09229CC895C15DB0C890021..
Host s01.yapfiles.ru

Host rmansys.ru

URL http://s01.yapfiles.ru/files/1254627/43242.jpg
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'%&*. THREATCONECT

My local.bro

@load tuning/defaults

@load misc/scan

@load misc/app-stats

@load misc/detect-traceroute

@load frameworks/software/vulnerable
@load frameworks/software/version—changes

@load-sigs frameworks/signatures/detect-windows—-shells

@load protocols/ftp/software

@load protocols/smtp/software

@load protocols/ssh/software

@load protocols/http/software

@load protocols/http/detect-webapps

@load protocols/dns/detect-external-names
@load protocols/ftp/detect

@load protocols/conn/known-hosts

@load protocols/conn/known-services

@load protocols/ssl/known—-certs

@load protocols/ssl/validate-certs

@load protocols/ssl/log-hostcerts—only
@load protocols/ssl/notary

@load protocols/ssh/geo—data

@load protocols/ssh/detect-bruteforcing
@load protocols/ssh/interesting—hostnames
@load protocols/http/detect-sqli

@load frameworks/files/hash-all-files

26
o
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50

@load
redef
redef
redef
@load
@load
@load
@load
@load
redef
@load
@load
@load
@load
@load
@load
@load
@load
redef
@load
@load
event

frameworks/files/detect-MHR

HTTP: :default_capture_password = T;
FTP: :default_capture_password = T;
Files::salt = "
frameworks/files/extract-all-files
frameworks/dpd/detect—protocols
protocols/dhcp/known—-devices—and-hostnames
protocols/dns/auth-addl
protocols/http/header—-names
HTTP::log_server_header_names = T;
protocols/http/software-browser—plugins
protocols/http/var-extraction—-cookies
protocols/http/var-extraction-uri
protocols/mysql/software
protocols/rdp/indicate_ssl
protocols/smtp/blocklists
protocols/ssl/expiring—certs
protocols/ssl/extract—-certs—pem
SSL::extract_certs_pem = ALL_HOSTS;
protocols/ssl/validate-ocsp
protocols/ssl/weak—-keys

file_new(f: fa_file)

{

Files::add_analyzer(f, Files::ANALYZER_SHA256);

}

All material confidential and proprietary
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'%kﬂ. THREATCONECT

Bro Output

Multiple Bro Logs
“Important Logs
e . conn.log
* dns.log
* http.log
e file.log
Extracted Files
Extracted SSL Certs
Alternative JSON Output
* Good for direct import into Elasticsearch

All material confidential and proprietary Y 55



'%kﬂ. THREATCONECT

\‘/cl)latili_ty. e

Memory Analysis Framework

All material confidential and proprietary () 56



'%kﬂ. THREATCONECT

What is the Volatility Framework?

e Extracts artifacts from samples of volatile memory
* - An amazing view into what is happenlng in memory
while a malware sample is running | -

All material confidential and proprietary Y 57
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< THREATCONNECT

Volatility in Action

. AnaIyS|s Target: b.exe

» Sample Source: https://www.hybrid- anaIyS|s com/

e SHA1: 5149b40858c575238f1cbfcd32dd78a30bc87742
* What can we learn from memory analysis?
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*<Fs THREATCONECT
Preparing Your Memory Image

*  Dump a memory image from running VirtualBox VM
°* VBoxManage debugvm "Win7x64" dumpvmcore --filename=vbox.img

* " Convert ELF64 image into raw dd-style memory dump -
e vol.py -f vbox.img ——prbfile;Win7SP1x64.imagecopy —O'copyaraw_

All material confidential and proprietary () 60



'%kﬂ. THREATCONECT"
pslist & psscan

* psscan shows hidden and terminated processes
* pslist shows running processes
* pslist before and after running malware sample

27,29c27

< Oxfffffa8000996240 SearchProtocol
< Oxfffffa8000a321f@ SearchFilterHo
< Oxfffffa8000874330 svchost.exe

> Oxfffffa8000910060 explorer.exe
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*<Fs THREATCONECT
malfind

$ vol.py -f copy.raw --profile=Win7SP1x64 malfind -D

IProcess: explorer.exe Pid: 1548 Address: 0x80000
Vad Tag: Vad Protection: PAGE_EXECUTE_READWRITE
Flags: Protection: ©

0x00080000 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff @0 00 MZ..............
0x00080010 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 ........ B i

Process: explorer.exe Pid: 1548 Address: 0xa@000
Vad Tag: Vad Protection: PAGE_EXECUTE_READWRITE
Flags: Protection: 6

0x00000000 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 00 MZ..............
0x00000010 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 00 ........ B 5 65 55
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*<Fs THREATCONECT
malfind

$ vol.py -f copy.raw --profile=Win7SP1x64 malfind -D

IProcess: explorer.exe Pid: 1548 Address: 0x80000
Vad Tag: Vad Protection: PAGE_EXECUTE_READWRITE
Flags: Protection: ©

0x00080000 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff @0 0@ MZ... ..........
0x00080010 b8 00 00 00 00 00 00 00 40 00 00 00 00 00 00 QQ——wwwrwr... | P

Process: explorer.exe Pid: 1548 Address: 0xa@000
Vad Tag: Vad Protection: PAGE_EXECUTE_READWRITE
Flags: Protection: 6

0x00000000 4d 5a 90 00 03 00 00 00 04 00 00 00 ff ff 00 O MZ..............
0x00000010 b8 00 00 00 00 00 00 00 40 00 00 00 Q0 00 00 OG——rvrwi... B 53 65 55
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'%% THREATCONNECT"
Malware Found?

0x80000

0)(e[0]0]0

© 2016 ThreatConnect, Inc. All Rights Reserved

A&irafh5” ;
© Qihoo-360: .

Qihoo-360:

TR/Patched Ren .Gen7

'HEUR/QVM4O 1 Malware Gen '

HEUR/QVM40.1 .Malware.Gen

All material confidential and proprietary @ @
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'%kﬂ. THREATCONECT"
hetscan

$ vol.py -f copy.raw --profile=Win7SP1x64 netscan | grep explorer

Volatilify Foundation leatility Fr&mewdrk 2.5
0x1e39e010 TCPv4 -:49280 216.170.126.105:80 CLOSED 1548 explorer.exe
Ox1fc3b430 TCPv4 -:49282 216.170.126.105:80 CLOSED 1548 explorer.exe

All material confidential and proprietary () 65



*<Fs THREATCONECT
What Can We Learn From Memory Analysis?

e Sample uses process injection
* Injects explorer.exe =
. Command and Control 1P Address 216 170 126.105
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< THREATCONNECT

More Volatility Tools

connscan -> looks for network connections (XP only)
‘yarascan -> leverages YARA

handles, w/type- Mutant —> helps flnd susp|C|ous
mutexes | - 5 -

handles, w/type F|Ie -> helps find susp|C|ous file handles
dlllist and Idrmodules -> helps find hidden DLLs
dildump -> dump the hidden DLL

modules and driverscan -> hidden drivers

moddump -> dump drivers

lehistory -> dump URLs



< THREATCONNECT

Volatility Output

Files extracted from services

Files extracted from injection
DLLs extracted ‘
IP addresses extracted from network connectlons
URLs extracted from IE history
URLs extracted from malware configuration
Suspicious mutexes
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T_yjn_g It AH, Together

Conclusion
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'%% THREATCONECT"

Cuckoo, Thug, Bro Process

Cuckoo Sandbox

Upload to

Start: File - Sandbox

Static
Analysis

y

Dynamic

_ 7| - Analysis

Send
Indicators

to TIP

Thug
' ~ Send
( start URL ) .':P’SI‘;?_SS Indicators
: toTIP
\.
BI'O ) 4
Start: _/ Upload ; | Process Ind?:ar;grs
PCAP '{ PCAP / “1 PCAP to TIP
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Volatility, Thug, Cuckoo Process

Volatility f

/ Upload to ~ Memory /. -_ y - Send
f Vo|at|||ty . ] Ana|ys|s 3 "File Seen? Indicators

/ ey to TIP

N6 .l

' e - Send
Start: URL 5 Process Indicators

L to TIP

Cuckoo Sandbox : N
. Ei Upload to Static _| Dynamic Send

to TIP
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Orchestration and Automation

e Use a message queue
* Redis
- Rabbit MQ i
- ZeroMQ <- Preferred _ it
Use NGINX for file transfer under message queue |
Keep all output in Elasticsearch
* Cuckoo needs to be cuckoo-modified or write your own report plugin
* Thug uses ES natively
e Bro can export logs in JSON format
e Volatility needs help
Glue everything together with Python3
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https://www.threatconnect.com/blog/
Questions?

@ThreatConnect
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