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Talk: Invisible packets (Milan Gabor & Danijel
Grah)

Abhstract:

Thi=s talk will ke akbout packets that are constantly flving

ar o u=s. Main focus will be on Wi—-Fi. We will look into the
coverage of wirele=ss=s =ignal in the area of Lijubljana, =show
some statistic about access points and what is wisikle with
simple egquipment for few dollars. Technigues will be discussed
on how to attack access points and clients and how to defend
them. We wWwill demon=strate how to be online for free in the
area of Lijubljana all the time. Additionally we will touch
state of the art of data exfiltration technigues and secret
channels.

Bio:

Milan Gabor is a Founder and CEQ of Viris, Slovenian company
specialized in information security. He i=s securitcy
professional, pen—-tester and researcher. Milanm i= a
distinguished and popular speaker on information security. He
has prewviously been invited to speak at wvarious events atc
different IT conferences in Slovenia and loves to talk to IT
students at different Universities. He al=so does Crainings
regarding ecthical hacking. He i=s always on a huant for new and
uncovered things and he really loves and enjovs his job.

Danijel Grah has a Bachelor degree in Comnputer Scisence at the
Tniversity of Ljukljana, Slovenia. He is a Security Consultant
at Viris for some time and is involwved in penetration testing,
securitcy reviews, programming, consulting and research. He has
deep understanding into threats, vulnerakbkilities and trends.
He likes=s to practice Information Security in everyday life.
Danijel i= devored to hi=s work, open minded, enjoys new
challenges and he newver stops studying.
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Agenda

insert into elasticsearch (E) logstash
(L) kibana (K) values

select * from Wi-fi packets;
create view
where Bigdata = strange patterns

++ Ideas;
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IT'S NOT;THE:SIZE'OF YOUR DATA THAT MATTERS

b

IT'S HOW YOU USE IT!
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Where do we start€
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A Great Cambination



Hardware

> Your favorite Alfa card/s
> USB cable/s ©

> Power

> Big screen

#/viris[ @ # Q #]




Software

> You favourite 0S (Linux, Mac,
Win*)

> Keep in mind, that you might get
into some challenges with one

component, but there are some
solutions
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environment

data
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Logstash

> Processing data from various sources
> Parse, Collect, Modify, Transport data

> Running and hungry for new input

input{

file {
path => "/var/log/wlan/*.json"
type => "wifi"

i 3
filter{
if [type] == "wifi" {
json {
source => message
¥
17 [wlan_typel]l == "cL" {
nutate {
rename => ["ProbedESSIDs", "ProbedESSIDsArray"]
add field = [° ProbedESSIDs","<{ProbedESSIDsArray} o) |
split => ["ProbedESSIDsArray"”, *,"]
¥
¥
¥
i 3
output {

elasticsearch {
template _name => "wifi”

. . host =L 1h t:9200"]
#/VlrlS[G) #Q *] :i.ndes )s( =>=> --wi:;':f%{...dosd_m_ww}"
3
stdout { codec => rubydebug }

3



Logstash forwarder

> Agent for forwarding logs
> Prebuilt for some platforms
> Lack of support for some

> Can be done with some other
solutions (Win - nxlog-ce,
Beaver, syslog)
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Elasticsearch

> Elasticsearch is a search server based on Lucene. It
provides a distributed, multitenant-capable full-text
search engine with a HTTP web interface and schema-free
JSON documents ~ Wikipedia

> Elasticsearch is a distributed, scalable, real-time search
and analytics engine ~ elastic.co

> Document oriented (stores entire objects or documents)
> JSON was picked as serialization format for documents

> Talking to Elasticsearch
» RESTful API with JSON over HTTP

» Various client APIs.
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Kibana

> Graphical presentation

> The power of visualization

"1l
("bool":
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GO gle setup elk

About 657,000 results (0.72 seconds)

How To Install Elasticsearch, Logstash, and Kibana (ELK ...
hitps-//www_digitalocean.com/.. /how-to-install-elasticsearch-logstash-and...
Mar 10, 2015 - The goal of the tutorial is to set up Logstash to gather syslogs of
multiple ... to use CentOS instead, check out this tutorial: How To Install ELK on ...
Adding Logstash Filters To ... - (ELK Stack) on CentOS 7 - Mitchell Anicas

Setting up a single ELK node in 20 minutes | White snow ...
christophe_vandeplas.com/.. /sefting-up-single-node-elk-in-20-minutes.ht... «
Jun 1, 2014 - This is a first article of a series to show the power of Elasticsearch,
Kibana and Logstash (ELK) in the domain of Incident Handling and forensics ...

Elasticsearch - Logstash - Kibana 4 (ELK Stack) Setup Tutorial

= hitps://iwww_ youtube_com/watch?v=ge8uHdmtb1M
_ hvwr _ . .
U aws Tutor Mar 15, ED‘IIE Up:hloaded b*,rl AWS ITut.cnnaI E‘fenes . |
AWS Tutorial Series. ... This tutorial is setting up Elasticsearch in

Elrticsecech,
w cluster mode with Logstash ...

How to Install the ELK Stack on AWS - Logz.io
logz.io/blogfinstall-elk-stack-amazon-aws/ »

Oct 13, 2015 - ELK is a great open-source stack for log aggregation and analytics. ..
You can set up your own ELK stack using this guide or try out our simple ...

Howto Configure Elasticsearch, Logstash & Kibana on ...
linoxide com/tools/configure-elasticsearch-logstash-kibana-ubuntu-15-04/ =
Jun 10, 2015 - We will guide you with the setup of ELK installations to configure with
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wslssues with ELK

> No security ($$S for auth)
> Alerts

> Constant development

> Big changes (3 or 4)

> Lack of some functionalities
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Aircrack-ng

> JSON what?

> Tested a lot of things

> Source code change was winner

> Contributing to main branch?
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¥define REFRESH RATE 100000
$¥define DEFAULT HOFFREQ 250
fdefine DEFAULT CWIDTH 20

fdefine NB PWR 5
fdefine NB PRB 100

¥define MAX CARDS B

int dump write json( void )
{
int i, n, probes written;
struct tm *ltime;
struct AP info *ap cur;
struct 5T info *st cur;
char * temp;
//print £ ("DUMP J50N\n") ;
it (! G.record data || !'G.output format json)
return 0;

fzeek( G.f json, 0, SEEK END ):

ap cur = G.ap 1st;



Result

{"BSSID":"2C:50:93:25:AF:A8", "FirstTimeSeen":"2815-11-19 ©8:43:38", "LastTimeSeen":"2815-11-19 ©8:43:38", "channel":11, "max

speed":" 54","Privacy":"OPN","Cipher":"" , "Authentication":"", "Power":-78, "#beacons": 1, "#IV": @, "LANIP":" E
0. 6. 0", "ID-length": 17, "ESSID":"Renaissance GUEST", "Manufacturer":"Ruckus Wireless", "wlan type":"AP","timestamp":"1

47919623"}

{"BSSID":"6C:AA:B3:23:6D:78", "FirstTimeSeen":"2815-11-19 ©8:43:38", "LastTimeSeen":"2015-11-19 ©8:43:38", "channel":11, "max

speed":" 54","Privacy":"OPN","Cipher":"" , "Authentication":"", "Power":-74, "#beacons": 0,"#IV": ®, "LANIP":" @
0. 6. 0", "ID-length": 17, "ESSID":"Renaissance GUEST", "Manufacturer":"Ruckus Wireless", "wlan type":"AP","timestamp":"1

47919623"}

{"BSSID":"6C:AA:B3:1F:96:28", "FirstTimeSeen":"2815-11-19 ©8:43:39", "LastTimeSeen":"2815-11-19 ©8:43:42", "channel": 1, "max

speed":" 54","Privacy":"OPN","Cipher":"" , "Authentication":"", "Power":-75, "#beacons": 5,"#IV": ®, "LANIP":" @
0. 6. 0", "ID-length": 17, "ESSID":"Renaissance GUEST", "Manufacturer":"Ruckus Wireless", "wlan type":"AP","timestamp":"1

47919623"}

{"BSSID":"6C:AA:B3:1F:BA:08", "FirstTimeSeen":"2815-11-19 ©8:43:39", "LastTimeSeen":"2015-11-19 ©8:43:42", "channel”: 1, "max

speed":" 54", "Privacy":"OPN","Cipher":"" , "Authentication":"", "Power":-83, "#beacons": 5,"#IV": ®, "LANIP":" @
0. ©. @", "ID-length": 17, "ESSID":"Renaissance GUEST", "Manufacturer":"Ruckus Wireless", "wlan type":"AP","timestamp":"1

47919023"}

{"BSSID":"6C:AA:B3:01:8B:08", "FirstTimeSeen":"2015-11-19 08:43:39", "LastTimeSeen":"2015-11-19 08:43:42", "channel": 1, "max

speed":" 54", "Privacy":"OPN","Cipher":"" , "Authentication":"", "Power":-81, "#beacons": 4, "#IV": ®, "LANIP":" @
@. ©. 0", "ID-length": 17, "ESSID":"Renalssance GUEST", "Manufacturer":"Ruckus Wireless", "wlan type":"AP","timestamp":"1

47919023"}

{"BSSID":"6C:AA:B3:01:A1:78", "FirstTimeSeen":"2015-11-19 88:43:39", "LastTimeSeen":"2815-11-19 08:43:42", "channel": 1, "max

speed":" 54","Privacy":"OPN","Cipher":"" , "Authentication":"", "Power":-59, "#beacons": 6, "#IV": 2, "LANIP":"172
20. 13. 99", "ID-length": 17, "ESSID":"Renaissance GUEST", "Manufacturer":"Ruckus Wireless", "wlan type":"AP","timestamp":"1

47919023"}

{"BSSID":"6C:AA:B3:1F:AA:C8", "FirstTimeSeen":"2015-11-19 08:43:40", "LastTimeSeen":"2015-11-19 08:43:40", "channel": 6, "max

speed":" 54","Privacy":"OPN","Cipher":"" , "Authentication":"", "Power":-84, "#beacons": 1,"#IV": @, "LANIP":" @
0. ©. 0", "ID-length": 17, "ESSID":"Renaissance GUEST", "Manufacturer":"Ruckus Wireless", "wlan type":"AP","timestamp":"1

47919023"}

{"BSSID":"2C:5D:93:26:16:08", "FirstTimeSeen":"2015-11-19 08:43:40", "LastTimeSeen":"2015-11-19 08:43:40", "channel": 6, "max

speed":" 54","Privacy":"OPN","Cipher":"" , "Authentication":"", "Power":-72, "#beacons": 1, "#IV": ®, "LANIP":" @
0. ©. 0", "ID-length": 17, "ESSID":"Renaissance GUEST", "Manufacturer":"Ruckus Wireless", "wlan type":"AP","timestamp":"1

47919023"}

{"StationMAC":"8C:70:5A:12:E2:20", "FirstTimeSeen":"2015-11-19 ©8:43:39", "LastTimeSeen":"2015-11-19 ©8:43:39", "Power":-68,
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g = (=] @™ Memory | 3/ dgb

Heap Memory
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Some ideas to play with

> Visualization (Penetration Testing,
Security Audits)

> SIEM for Wi-Fi

> EVIL Intelligence Gathering

> Warstalking

> Tracking down stolen phones

> Adding traffic records of open networks
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) viris/wifi - GitHub *®
& - C |8 aitHub, Inc. [US]| https://github.com/viris/wifi wlh @& ® @O =S
GitHub This repository  Search Explore Features Enterprise Pricing E Sign in ]
viris / wifi & Watch 1 +* Star 0 Y Fork 0
D 4 commits 7 1 branch 25 0 releases &5 2 contributors ¢ Code
.ﬁ Branch: master ~  Wifi / + = @ lssues 0
.viris Small changes Latest commit 8262925 3 days ago Il Pull requests 0
=] README.md Small changes 3 days ago
4~ Pulse
=) aircrack-ngjson patch Aircrack JSON patch 3 days ago
hli Graphs

README.md

wifi

Apply patch

1. download aircrack-ng source (aircrack-ng-1.2-rc2 tar.gz)
2. download aircrack-ng-json.patch from hitps://github.com/viris/wifi

HTTPS clone URL
nttps://github.con  [E&

You can clone with HTTPS or
Subversion. @

] Clone in Desktop

¢ Download ZIP

4|




HQ *]
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Questions?

@MilanGabor

Don’t be afraid to bug me! | don’t bite! ;)



